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StarForce Crypto  

 
SF Crypto is designed to protect executable code of an application against reverse engineering and 

cracking. It protects the code areas, which are of the intellectual value and are crucial to be protected from 

the business point of view.  

SF Crypto provides reliable protection eliminating any possible ways to analyze the application 

operation logic. 

The basis of this protection method is the encryption (transformation of executable code into the 
instructions of the StarForce virtual machine), which allows complicating the process of investigating and 
modifying the program code by illegal users.  

During the protection of data files their contents are encoded, while the protected files are moved to 
a protected container. The feature of the protected container is that it can be accessed from the protected 
application only.  

 

Features and advantages  
 
� Reliable protection of algorithms and data against reverse engineering and cracking 

� Maximum compatibility 

� Adjustable protection level 
 

� Simple scheme of integrating the protection into an application 
 

� Possibility of further protection reinforcement using other StarForce products that implement 
protection with disc binding, binding to computer, server, etc. 

 
� Possibility to implement protection with external binding 
 

� No additional equipment and toolkit are required for protection, as well as for working with the 
protected application (for example, hardware keys) 

 
� Round-the-clock customer support  

� Possibility to have an application protected by StarForce support engineers  

 
Additional SF Crypto feature: 

 
External (User Defined) binding. It can be used as an additional authentication since it allows 

implementing an internal verification (of some client-defined function) of the application to be protected.   
What are the advantages of external binding? 
- Flexibility of the protection settings. Integration with the existing licensing systems. 
- Additional protection against illegal distribution 
 

 
SF Сrypto is the maximum compatible protection of your intellectual property! 
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CONTACTS: 
 
 
 
 

� StarForce Moscow - Headquarters 
Altufevskoe shosse, 5/2 
127106 Moscow, Russia 
Tel: +7 (495) 9671451 
Fax: +7 (495) 9671452 
E-mail: sales@star-force.com 
www.star-force.com 

 
 

� StarForce America 
San Ramon, CA.  
Tel: +1-925-272-4515 
Email: sales@star-force.com    
Http: www.star-force.com 

 
 

� StarForce Asia Pasific 
StarForce Technologies, Ltd. (Asia-Pacific Office)  
SI-1802,Guanhuguoji Building No.105 Yao Jia Yuan Road, 
Chaoyang Dist.,Beijing China  
Zip: 100025  
Tel.: 86-10-59623093 59623052 82856017 
Fax: 86-10-59623052 
www.star-force.com.cn 
 
 

� StarForce France  
20, rue Malar  
F-75007 PARIS  
Tel : +33 (0)1.44.18.37.05   
Fax: +33 (0)9.56.72.07.47  
Email: olivier.duran@star-force.com    
www.fr.star-force.com 
 

 
 


